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Abstract

Safecharts [2] are a safety oriented variant of State-
charts [3] and have been developed especially for the use
in specification and design of safety critical systems. One of
the fundamental aspects of Safecharts is the explicit order-
ing of system states according to their risk levels. Based on
this ordering, transitions are classified according to the na-
ture of their risk and are given a priority scheme favouring
the execution of safer transitions in the event of any non-
determinism. As a precaution, transitions between states
with unknown relative risk levels are not permitted. As a
result, many transitions, including those which might be
Sunctionally desirable, may be potentially excluded between
states which are located in sparsely populated areas of risk
graphs. This is an inadequacy which may be attributed
to factors such as incomplete hazard analysis, the lack of
information about relative risk levels of different states of
the system, etc. In order to extend the permitted transi-
tion space in such circumstances and to enhance the risk
ordering relation, this paper introduces the concept of risk
band. Risk bands enable an unambiguous interpretation of
the relevant risk level of states, thus allowing a well un-
derstood enhancement of risk graphs and an extension of
the concept of safe non-determinism introduced in [2]. An
example drawn from the nuclear industry demonstrates the
application of Safecharts.

1 Introduction

Statecharts [3] are a visual formalism which extends con-
ventional state diagrams with structuring and communica-
tion mechanisms for describing large and complex systems.
Despite its success in modelling, the syntax and seman-
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tics of Statecharts restrict its usage. In order to overcome
these problems, several variants of Statecharts have been
proposed. A detailed discussion may be found in [8].

Another variant of Statecharts is Safecharts, proposed
in [2] for use especially in the specification and design of
safety critical systems. In order to highlight safety issues,
Safecharts make a clear separation between functional and
safety requirements in the representation of any system.
The separate representations take the form of two sepa-
rate layers, one dealing with the functional behaviour under
normal operational conditions, and the other dealing with
safety features required under both normal operational con-
ditions and adverse conditions. The two layers are superim-
posed to form a master diagram, which can be used in the
study of interactions between safety and function and the
behaviour of the overall system. The different features of
Safecharts are explained in Section 3.

Ordering of system states according to their risk level
is one of the fundamental aspects of Safecharts. Based
on a risk ordering relation C on the state space, transi-
tions are classified into the following categories: safe, un-
safe and neutral. One of the unique features distinguishing
Safecharts from Statecharts is that Safecharts permit tran-
sitions only between states with known risk levels. How-
ever, this approach can be too restrictive under certain cir-
cumstances as it might exclude many transitions, including
those which are useful from a functional point of view. As
a result, the risk graph constructed according to C might
not be an adequate representation of relative risks level of
the system states. This could be due to an inconsistency in
the degree of risk assessment devoted to certain areas of the
state space, or due to a lack of information about the relative
risk levels of some states. This inadequacy of the risk graph
may lead to ambiguities in the interpretation of risk levels of
system states and narrows down the range of permitted tran-



sitions. As a means of overcoming the above problem, this
paper introduces the concept of risk band and thus extends
the range of permitted transitions but without jeopardising
safety. Risk bands provide a default and an unambiguous
interpretation of risk levels of states. This leaves the de-
signer with the responsibility either to accept the default
interpretation or to refine the relative risk levels of states
concemed. The introduction of risk bands also allows a fur-
ther reduction in non-deterministic behaviour in the event
of any simultaneously enabled transitions. This is achieved
through the concept of risk distance.

This paper is structured as follows. Section 2 presents
a brief introduction of Statecharts. Section 3 outlines the
basic ideas of Safecharts, including the ordering of states
according to risk and a safety—oriented classification tran-
sitions. Section 4 introduces the concept of risk band as
a way of enhancing the risk ordering relation. Section 5
illustrates the application of Safecharts using a case study
drawn from the nuclear industry. Section 6 points to an is-
sue to be addressed by further research, namely, the need
for dynamic reconfiguration of the risk ordering relation.
Section 7 concludes the paper with a statement of achieve-
ments. Appendix A provides an informal definition of some
of the mathematical notation being used.

2 Statecharts

Statecharts are a visual specification formalism intro-
duced originally in [3]. They enrich state-transition di-
agrams with a hierarchical structuring of states and an
explicit representation of parallelism and communication
among parallel components. States in Statecharts are of
three main types: AND, OR and BASIC. Both OR states and
AND states consist of a number of substates such that, being
in an OR state means being in exactly one of its substates,
whereas being in an AND state means being in all of its sub-
states simultaneously. The substates of an AND state are
depicted with dashed lines and sometimes are called paral-
lel states. On the other hand, the substates of an OR state
are shown by solid lines. Each OR state has an immediate
substate known as its default state, pointed in diagrams by
an arrow. For example, in Figure 1 both states A and D are
default states for the OR states S; and S, respectively. A
BASIC state is a state with no substates.

Statecharts are a kind of directed graph, with nodes de-
noting states and arrows denoting transitions. Each transi-
tion is labelled in the form: e/c]/a, e being an event that
triggers the transition, ¢ a condition that guards the tran-
sition when e occurs, and a an action which is generated
when the transition takes place. Upon its generation, the
action a is broadcast to the whole Statechart, triggering, if
applicable, other transitions in the system.

Referring to Figure 1, the transition from A to B (in sub-
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Figure 1. Example of AND/OR decomposition
of states

state S;) takes place only if A is active, the event e has oc-
curred and the condition ¢ is satisfied. Consequently, the
action part a is generated and, hence, the transition from
D to E in S, takes place provided that the state D is active
at the time. Certain parts of the transition label can be left
out. An example is the transition from B to A in Sy, where
the realisation of the condition c is sufficient to trigger the
transition concerned.

Orthogonality is the term used to describe the AND de-
composition of states, where no transition is allowed be-
tween the substates of an AND-state. It is a distinctive fea-
ture of Statecharts that captures concurrency (entering an
AND-state means entering its every orthogonal component)
and synchronisation (a single event can cause simultaneous
occurrences of several other events). For example, the oc-
currence of event m in Figure 1 causes the transformation
from B to C in S; and the transformation from E to D in
S2 to take place simultaneously. For further reading on the
semantics of Statecharts, the reader is referred to [3, 4, 7, 8].

3 Safecharts

Safecharts are an extended version of Statecharts with
some unique features for use exclusively in the specifica-
tion and design of safety critical systems. In focusing on
safety concerns, the main strategy of Safecharts is to make a
clear separation between the functional and safety require-
ments so that they can be reviewed independently. In or-
der to achieve this, Safecharts maintain two separate layers,
one dealing with functional behaviour of the system, which
conforms with the conventional use of Statecharts, and the
other dealing with safety behaviour, designed to facilitate
the study of safety requirements without being distracted by
functional ones. The two layers are superimposed to form
a master diagram, which is used in the study of interactions
between safety and function and the behaviour of the overall
system.

In order to represent failures of the system or any of
its components, Safecharts adopt an abstraction of failures



Figure 2. The Decomposition of risk graph of
C relation

based on two generic types of distinguished state: IN, repre-
senting a state of normal functioning, and OUT, representing
a state of malfunctioning. Two generic types of event, re-
ferred to as € and p events, are associated with them. An
event of type € from IN to OUT denotes a failure that oc-
curs non-deterministically and can be generated internally
or by an external agent. An event of type u from OUT to
IN denotes a maintenance or repair action. It is an external
event signifying the return of a component back to its nor-
mal functioning state. Different failure modes can be repre-
sented by having a set of labelled OR substates in the OUT
state of each component and a corresponding set of generic
events. These generic events are shown only in the safety
layer but, analogous to other events, are broadcast through-
out the system and are observable in both layers, potentially
generating actions elsewhere in the system.

A fundamental aspect of Safecharts is the explicit order-
ing of system states according to their risk levels. This is
achieved by the use of risk ordering relation, denoted by C,
on system states. For any two given states s; and sg be-
longing to the set of states S, s; E s is true if and only
if the risk level of s; is known to be less than, or equal to,
the risk level of s;. We assume here that domain experts are
able to assess, and compare, the risk levels of states either
qualitatively or quantitatively. On the basis of the relation
L, arisk graph can be constructed over the states in S. Fig-
ure 2 illustrates a risk graph of a set of states, along with
a decomposition of the relation C to be described below.
Risk graphs are directed graphs. The direction of arcs in
Figure 2 is implicit and runs upwards, unless the pair of
states concerned lie at the same level, in which case the arcs
are bidirectional and are shown with two parallel arcs. Two
states s; and se are said to be comparable in terms of risk if
and only if s; T sp or s3 C s1. In other words, risk levels of
s, and so are assumed to be identical or the risk level of one
of the states is lower than that of the other, an implication
being that their relative risk levels are known. Otherwise
s; and ss are said to be non-comparable. For example, the
states comparable by the relation C in Figure 2 include the
pairs of states (A, B), (A, C) and (C, F), but not (D, E).
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The relation C can be decomposed into two relations: a
partial order relation < and an equivalence relation ~ such
that s1 < sp is true if and only if the risk level of s; is
strictly lower than that of s, unless s; and s happen to be
the same state, and s; = sz is true if and only if the risk
levels of s; and s, are known to be, or are assumed to be,
identical. The partial order relation < is acyclic and can be
defined as the reflexive closure of an immediate precedence
relation <.

In diagrams of risk graphs the higher risk states are
placed higher in the graph than the lower risk states. As a
convention, the relative positions of states in the functional
and safety layers are maintained at the same level as in the
risk graph. This is to maintain the consistency of both layers
and to facilitate their integration from a presentation point
of view. Referring to Figure 3, according to the positions of
substates A, B and C of the state IN, it is the case that B <
A,Ax~CandB < C.

Component1

F

Componentl | S

91 ic2

a) Functional layer b) Safety layer

Figure 3. An example of a Safechart

Based on the risk ordering relation, every transition in
Safecharts is classified according to the nature of risk posed
by it. Representing a given transition in the form of z ~ y
(with the arrow ~» leading from the source state z of the
transition to its target state y), z ~ y is said to be a safe
transition if y < z, an unsafe transition if z < y, and a
neutral transition if z = y. Safecharts do not permit the
introduction of transitions between non-comparable states.
This is because of the difficulty in determining the nature of
risk of such transitions without knowing the relative risks
involved with their source and target states. The above re-
striction is intended as a discipline so that the designers are
compelled to resolve the risk level of any non-comparable
states prior to introducing transitions between them.

Transitions in Safecharts have an extended labelling
scheme: e[c]/a[l,u)¥[G], where e,c and a are as in
conventional Statecharts discussed in Section 2, [I, u) is a
right-open time interval from a lower bound ! to an upper
bound u, ¥ stands for one of the alternative symbols: 9



and P, and [G] is a safety clause. The time interval [/, u)
imposed on a transition ¢ appears only with I and indi-
cates that ¢ does not execute until at least / time units have
elapsed since its most recent enabling and must execute
strictly within « time units. The additional components of
the labelling together constitute a safety enforcement pat-
tern: a label of the form e[c]/a 1 [G] on a transition ¢ sig-
nifying a prohibition enforcement on an unsafe transition ¢
and a label of the form e[c]/a[l, w) " [G] a mandatory en-
forcement on a safe transition ¢. The former indicates that ¢
is not allowed to execute if the safety clause G happens to
be true and the latter indicates that ¢ is enabled and forced to
execute within [/, u) whenever G holds, even in the absence
of a triggering event.

Safecharts propose a new priority scheme for the exe-
cution of conflicting transitions in the event of any non-
determinism. Non-determinism is resolved in favour of safe
transitions that lead the system to a relatively safer state.
The term safe non-determinism applies to situations where
any inevitable non-determinism has no adverse repercus-
sion on safety.

4 Risk Bands

4.1 Motivation for Risk Bands

Exclusion of transitions between non-comparable states
can be too restrictive and may result in prohibiting many
functionally desirable transitions. This might be the case if
the risk graph happens to be an inappropriate description of
the risks involved. Such a graph may contain states that are
non-comparable with a large number of other, but mutually
comparable, states. A reason for this can be an inconsis-
tency in the degree of the risk assessment process as applied
to the states in different parts of the risk graph. An example
is given in Figure 4(a) where, relative to other states, the
state H may have received less attention in the risk assess-
ment, resulting in it becoming non-comparable with many
other states in the graph, namely, the states C, D, E, F, G,
I and J. Similarly, the state D is non-comparable with the
states C, E, F, G and H. Consequently, Safecharts as de-
scribed in [2] do not allow any transition between them, for
instance, a transition such as H ~+E.

In order to overcome the above problem, we introduce
here the concept of risk band. Our definition of risk band
is such that each state in the risk graph belongs to a unique
risk band and that two arbitrary states s; and sy belong to
the same risk band, if and only if they are known to be, or
are assumed to be, identical in risk level, that is s; = s,, or
they are non-comparable according to C. Alternatively, two
arbitrary but distinct states s; and s; belong to different risk
bands if and only if they are related by the relation <. The
idea behind risk bands is to allow only transitions between
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Risk band

a) without the notion of risk band

b) with the notion of risk band

Figure 4. A risk graph of states

states that belong to different risk bands or states that are
comparable by the relation ~. The nature of risk of such
transitions depends exclusively on the risk bands of their
source and target states. For example, an arbitrary transition
S2 ~» 81 18 said to be safe if s; resides in a lower risk band
than that of s;.

Introduction of risk bands overcomes the problem of
ambiguity in the interpretation of the risk levels of non-
comparable states by providing a safety oriented default in-
terpretation. The designers are therefore left with the re-
sponsibility of accepting the default interpretation or, in the
event of any disagreement, refining the relative risk levels of
states concerned. The introduction of risk bands is viewed
as a means of enhancing the overall safety analysis process
as applied to system states.

4.2 A Definition of Risk Bands

Risk bands are numerically indexed consecutively from
1 to some n. The construction of a risk graph of a set
of states S incorporating risk bands (referred to later as
‘banded risk graph’) is based on the risk ordering relation
C but obeys additionally the following rules:

(i) States in the highest risk band n consists of exactly

(a) maximal elements (states) in the partial order re-
lation < but excluding those elements, if any,
which are comparable by ~ with the rest of el-
ements in <, and

(b) elements which are comparable by ~ with those
elements defined in (a) above.

(ii) Any state s with just a single immediate successor state
in ¢ thrisk band according to < is in (¢ —1)th risk band.
If the state s, however, has more than one immediate
successor state, it has a risk band index one less than



the lowest of the risk band indices of its immediate
successor states.

(iit) For any states s; and sg, if s1 & s2 then both states s;
and sp are in the same risk band.

The position of every state in the risk graph is determined
by the above rules. The application of the above rules on
the set of states shown in Figure 4(a) results in a banded
risk graph shown in Figure 4(b). As can be seen from this
figure, the states H and D now have risk bands 7 and 5 re-
spectively. In addition, the resulting banded risk graph ex-
tends the scope of permitted transitions. For example, tran-
sitions between the state H and other states belonging to
different risk bands can now be permitted. Furthermore, the
prohibited transitions are now reduced to only four transi-
tions, namely, H~1J, J~»H, D~G and G~D.

The risk bands of states can be defined formally as fol-
lows. Letting the set of terminal states (states which do not
precede in other state in the immediate precedence relation
<) appearing in the highest risk band be T, we have

T = (ran <) - (dom <) —
{s1|3s2e 8 ~ 52 A s €dom <} (1)

[See Appendix A for the mathematical notation.] For ex-
ample, referring to Figure 4(b), 7 = {K}. Let us also define
a function B: N — P S, where N is a subset of natural
numbers forming a contiguous segment of numbers from
1 to some n, n as mentioned above being the highest risk
band index, and S is the set of system states. B is defined
such that for a given risk band b € N, B(b) returns a set of
all states in the risk band b. The function B may be defined
recursively as

B(n) = TU{$1|3$’2-31%82/\32€T} )
B(m) = NC(m)U{s1|Is2es1 = s2A s €NC(m)}
3

where 1 < m < nand NC: N — PSS is a function that
takes a risk band index m and returns a set of all non-
comparable states in the mth risk band. For1 < m < n,
NC can be defined as

NC(m) = dom(<> B(m+1))—

dom((<* — <)> B(m+1)) @

In other words, N'C(m) is the set of all states such that, ac-
cording to <, each one of its state has at least one immediate
successor in (m + 1)th band but none below it. In order to
illustrate the above definition of risk bands, consider the fol-
lowing example. Let us assume that the assessment of rela-
tive risk levels of a set of states {A, B, C, D, E, F, G, H, I}
results in the following information: C—<A, BRA, D<A,
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Risk band

Figure 5. An example of a banded risk graph

E<D, F<E, F<C, D~I, G<E, G<I and H<G. By applying
the above rules we then obtain a banded risk graph shown
in Figure 5. It can be seen from the risk graph that, although
the relative nature of risk of states C and E was not covered
by the outcome of the given risk assessment, they are now
located in different risk bands. Hence, if necessary, the safe
transition C~E and the unsafe transition E~»C can now be
allowed.

4.3 Risk Distance and Safe Non—determinism

Compared to other variants of Statecharts, conflicting
transitions in Safecharts are given priorities according to the
risk level of their target states. The approach given in [2]
states that lower the risk level of the target state of a transi-
tion, higher the priority it enjoys over other conflicting tran-
sitions. Figure 6 shows a possible collection of transitions
defined over a subset of the states (excluding I) in the risk
graph shown in Figure 5. Let us assume that the transitions
t, and tg are in conflict, that is, they are enabled simulta-
neously, then according to the approach in [2], ¢3 is given
a higher priority. However, the above approach fails to re-
solve the non-determinism between ¢35 and {4 if they were to
be in conflict. This is because both transitions are safe and
their target states C and E are non-comparable. The above
situation is regarded as a safe non-determinism in [2]. How-
ever, it can be seen from Figure 5 that the state E resides in a
lower risk band than that of the state ¢ and, therefore, from
a safety point of view, selecting t4 for execution is safer than
selecting t3.

The advantage of risk bands is that they provide us with
a way to measure the relative position of states in the risk
graph and, hence, differentiate between transitions of the
same risk nature as resulting from C. This is achieved
through the concept of risk distance of transitions. Risk
distance of a transition ¢ is the number of band boundaries



Figure 6. A collection transitions using a sub-
set of states in Figure 5

between the source and target states of t. The risk distance
of a given transition is calculated by subtracting the risk
band index of the source state from that of the target state.
It follows from the above that safe transitions have negative
risk distances, unsafe transitions positive risk distances and
neutral transitions zero risk distances. In Figure 6, risk dis-
tances are shown in parentheses beside the transition labels.
It can be seen from the figure that both ¢3 and ¢4 are safe
transitions but, according to their risk distances, 4 is safer
than t3. Risk distances can now be used as a new priority
scheme for transitions so that smaller the risk distance of a
transition higher is the priority given to it. Thus, referring
to Figure 6, the transition ¢4 enjoys a higher priority over ¢3.
However, the above approach is unable to resolve the
non-determinism with respect to transitions #3 and 5 in
Figure 6. This is because both transitions have the same
risk distance. Nevertheless, the above non-determinism can
be resolved by considering cumulative risk distances of fu-
ture transitions of conflicting transitions. Informally, future
transitions of a transition ¢ are the transitions outgoing from
the target state of ¢. The set outgoing(s), defined as
outgoing(s) = {t | source(t) = s} 4)
where, for t = = ~» y, source(t) being z, is the set of all
transitions from a given state s. All possible future transi-
tions of a transition ¢ which can be taken in the next step
can be defined as the set FT(t)

FT(t) = {t'| t' € outgoing(target(t))} (6)

where, for £ = z ~» y, target(t) being y. For example, in
Figure 6, t; has one future transition, namely ¢y, whereas ¢
has three future transitions, namely ¢3, 4 and ¢5. Note that,
as defined above, F 7 (t) is the set of transitions that can be
taken in the next step after t. However, an alternative would
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be to consider instead an appropriate longer path of future
transitions.

It is worth noting that the resolution of non-determinism
by considering future transitions is a decision about which
transition to be executed among the conflicting ones, and
not about which sequence of transitions involving the pos-
sible future transitions to be executed. If one of the conflict-
ing transitions has more than one future transition then we
only consider the future transition with the smallest risk dis-
tance. Returning to the non-determinism between the tran-
sitions t3 and t5 in Figure 6, {3 has only one immediate
future transition, namely ¢ whereas, 5 has two, namely g
and tg. Among the future transitions of s, g is the one to
be considered, since it has a smaller risk distance. Thus, the
cumulative risk distances of conflicting transitions ¢3 and ¢5
over their future transitions are -3 and -4 respectively and,
therefore, t5 will be given higher priority over t3.

Nevertheless, in some situations, non-determinism will
continue to persist even when considering paths of future
transitions. For example, if we were to introduce a new
transition t;; from the state C to the state H in Figure 6,
then the system will non-deterministically select one of the
conflicting transitions ¢3 and {5 to be executed. We consider
this kind of non-determinism as a safe non-determinism be-
cause all possible outcomes are identical in relation to safety
or risks involved, relative risk being determined in the ap-
proach proposed here on the basis of risk bands.

5 A Case Study

In order to illustrate Safecharts, this section considers as
a case study a reactor of a nuclear power plant. This choice,
and the aspects covered, are inspired by the accident at the
Three Mile Island (TMI) nuclear power plant in Pennsylva-
nia on 28th March, 1979.

The reactor, which is a thick steel vessel, is situated at the
heart of the nuclear plants and houses a bundle of fuel rods
called the core. The intensity of the nuclear reaction tak-
ing place in the core can be controlled by lowering/raising
control rods into/out of the core. In order to protect the en-
vironment from possible radioactive contamination, pres-
surised water reactors consist of two independent closed
loops of circulating water called primary and secondary cir-
cuits. The former is situated completely within the contain-
ment building while the latter completely outside the reac-
tor. Primary circuit has a dual role. On the one hand, as
its water circulates through the core the primary circuit ex-
tracts heat from the nuclear fission and, on the other hand,
it plays the role of a coolant preventing the fuel rods from
overheating. The purpose of the secondary circuit is to ex-
tract heat from the water flowing through the primary circuit
but without coming into direct contact with the latter. This
process of interaction between the two circuits is known as



heat exchange. The boiling of water in the secondary cir-
cuit gives rise to steam, the source of energy that turns the
turbines and thus creates electricity. A simplified sketch of
a plant is given in Figure 7.

The loss of coolant accident (LOCA) is one of the pos-
sible accidents that may take place during the operation
of a nuclear plant, leading to extreme temperatures and
pressures inside the reactor that may progressively lead to
cracks and eventual explosion. In the case of such an event,
operation of a pressure relief valve (PRV), which is located
at the top of the pressuriser, is designed to relieve the pres-
sure, by letting the coolant to flow out into a safe drainage
system.

containment building
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pressuriser

heat
exchanger|
and

—_—
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Figure 7. A sketch of a nuclear plant

In the TMI nuclear plant, the accident originated when
the main feed-water pumps stopped supplying water from
the secondary circuit to the steam generator. As a result of
no steam being produced, the turbine was first shut down
and, consequently, the process of heat exchange was ef-
fectively prevented from taking place. The temperature
of the coolant increased and the pressure inside the pres-
suriser Tose to an abnormal level. In response, as was in-
tended, PRV was opened and steam and water began to flow
out and water through drain pipes into a tank on the floor
of the containment building. In addition, the control rods
dropped (scrammed) into the core halting the nuclear fis-
sion. With the PRV being left open and the control rods
being scrammed, the pressure inside the pressuriser fell to
normal level. At this time, PRV should have closed. How-
ever, PRV remained stuck open instead, although the light
on the control panel indicated that the electrical solenoid
operating the valve had functioned. It has been established
later that the solenoid had actually withdrawn alone, leav-
ing the PRV stuck open and, at the same time, misleading
the operators into thinking that the PRV has actually closed.
The stuck-open valve caused the pressure in the system to
continue to drop. If the operators were able to establish in
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time that the PRV was open at the time, they could have
closed another backup valve and left on the high-pressure-
injection pump (HPIP) which started working after the main
feed-water pumps stopped working. The accident involved
other failures and is too complex to be modelled fully within
the scope of this paper. For more details about the accident
and the different failures that occurred, the reader is referred
to [1, 6]. Thus, we focus our discussion on one particular
scenario, namely the failure of the PRV.

In our model, we assume that the PRV and its solenoid
are two components of the pressuriser and, therefore, mod-
elling the above failure can be achieved by modelling the
behaviour of the pressuriser. Figure 8 presents only an inte-
grated view of the functional and safety layers of the pres-
suriser. As can be seen form this figure, the pressuriser
is an AND state, consisting of five OR substates, namely
Pressure, PrRv, Sol-sensor, Solenoid and Coolant. The
increase of the pressure inside the pressuriser is modelled
by means of internal events up, which are not directly
controllable. If the pressure inside the pressuriser rises
beyond a certain level, then the state Excessive is en-
tered causing the generation of a so—called static reaction
drawR, sc!(scram, ty). A static reaction of a state is a con-
ventional Statecharts action [4] that is carried out when the
state it resides in is active. The event drawR is intended to
cause the solenoid to move its position from Left to Right,
whereas the event scram is broadcast through the system
causing the control rods to drop into the core. The event
scram belongs to the model of control rods (not shown here)
and is scheduled to occur ¢ time units after the most recent
time when the Excessive state was entered.

In normal situations, the solenoid is expected to function
correctly and, therefore, Solenoid would be in Sol-IN state.
Upon the generation of drawR, the transition Left~Right in
the Solenoid state takes place and, at the same time, gen-
erating event open, in the PRV. The event open,, triggers
the transition Close~+Open in PRV, which has to execute
within a specified interval of ¢ time units after becoming en-
abled. However, if the solenoid happens to be out of order,
that is, Solenoid in Sol-OUT substate, then the occurrence
of the event drawR will cause the solenoid to move to Right
state, as before, but without actually generating the event
open,. Instead, upon entering the state Right in Sol-OUT
the generic event €, would be triggered, causing the PRV to
move to either Stuck-open or Stuck-close, depending on
its current position. This is an instance of failure propaga-
tion.

The substates Sol-moved and Sol-still of Sol-sensor
represent what is shown on the control panel of the plant and
indicate, respectively, whether the solenoid has just moved
or remains, or has just become, stationary. Since every func-
tional transition in substates within Solenoid generates the
event a and since the event a triggers the transition from
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Figure 8. Safechart modelling the pressuriser

Sol-still to Sol-moved in Sol-sensor, the sensor attached
to the solenoid will always indicate whether the solenoid
has actually moved, whether from Left to Right or in the
opposite direction. Once in Sol-moved, Sol-sensor re-
verts back to Sol-still after some #; time units. As a result
of not attaching the sensor directly to the actual PRV but to
the solenoid instead, and because of the non—-deterministic
nature of the failure event & 4,; in Solenoid, indicators in the
control panel may not necessarily show the actual position
of the valve but its intended position. In the event of such
a failure, the operators are therefore exposed to a potential
misrepresentation of the actual valve position.

Let us now consider a revised representation of PRV de-
signed to overcome the above problem. It is shown in Fig-
ure 9. According to the revised representation, the sensor is
attached directly to the PRV and not to the solenoid. The
other substates of Pressuriser in Figure 9 remain basi-
cally unchanged. When the generic event ¢, occurs, the
PRV moves to either Stuck-open or Stuck-close depend-
ing on its current position, generating the event fail, and,
thus, moving the sensor to the PORV-OUT state, indicating
a faulty valve. An appropriate action, such as opening of
another backup valve or leaving on the HPIPs, can then be
taken. Furthermore, the failure of the sensor is also mod-
elled by two special states, namely P-Sen-OUT and P-
Sen-IN. Should the sensor fail, that is, should the generic
event €4, oOccur, an alarm could be triggered, indicating
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that no reliance is to be placed on any sensor output.
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Figure 9. An alternative model of prv

6 Future Work

As the environment around the system changes, the sys-
tem responds to such changes by modifying its behaviour
accordingly. As a result, a state which is considered a safe
state in a particular situation may not be a safe state in an-
other. In order to capture these changes, and the extent of
their effect on system states, the current research is consid-
ering the construction of dynamic risk graphs. The relative
risk levels of states in the dynamic risk graph are not fixed,
but may vary from situation to situation depending on the
system state at the given point in time. The concept of siz-
uational event is intended to address such dynamic aspects
and to facilitate the representation of such changes and their
consequences in the behavioural semantics of Safecharts.

7 Conclusions

Exclusion of transitions between non-comparable states
in [2] is eliminated, and thus leaving many functionally de-
sirable transitions at the disposal of the designer. An in-
consistency in the degree of the risk assessment process, or
the lack of information about the relative nature of risk of
the system states, may result in an inadequate definition of
risk graphs. In this paper, we have introduced the concept
of risk band as a way of enhancing the risk ordering rela-
tion . We have shown how risk bands provide an unam-
biguous interpretation of the risk level of system states and,
hence, extended the scope of permitted transitions between
them. Risk bands offer a further reduction in the extent of
non-deterministic behaviour when the system is forced to
select between simultaneously enabled transitions. This is
achieved through the concept of risk distance of conflict-
ing transitions and, if non-determinism continues to persist
despite this, through the concept of cumulative risk distance



of their future transitions. The effectiveness of Safecharts as
a design tool has been illustrated using a realistic scenario
drawn from a documented actual accident, namely, that at
the Three Mile Island in 1979.

A Mathematical Notation

Below are informal definitions of certain mathematical
notations used in this paper.

{..} Set definition by enumeration

{s | pred(s)} Implicit set definition (the notation given
defines a set of elements, each defined by
the term s satisfying a predicate pred(s))

€ Set membership

Jz.pred(z) Existential quantification of a variable z
satisfying a predicate pred(z)

U Set union

- Set difference

P Power set (P .S denotes the set of all sub-
sets of the operand set S)

dom Domain of a relation

ran Range of a relation

> Restriction of the range of a relation R to
aset S. Itis writtenas R > S

Rt Irreflexive transitive closure of the rela-

tion R on a set.
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